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Benefits of Infoblox Network Automation

Reduce risk
and provision
services
faster
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Enforce a
compliant and
standard
network

Improve staff

efficiency via

automation &
delegation
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What’s On and Connected to My Network?

Manual, spreadsheets and/or scanning
tools

e Often out of date

Tight budgets and stretched teams
e Multi-vendor network devices
* Proliferation of IP devices

Ever-changing questions
 What's on my network?

* Which ports are active?

JORIENTED JBEWILDER

* What device is using which port? ' I o
* When & where did they connect?

<
4 | ©2013 Infoblox Inc. All Rights Reserved. |r||:D blﬂ){ »”

* Do I need more capacity?




Network Auto-Discovery

Automatic device
discovery
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Extensive multi-
vendor support
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Layer 2 physical & 3
logical data
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New device
detection

Integrated topology |
views '

Detailed VLAN
information
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Switch Port Management

Track free vs.
available port

ldentify unused
ports

Capacity planning &
management

Track connected o e e
end-hosts/devices
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History of what e el ——
connected when and P ot s —
where e T st . =

Track devices/MACs
by specific VLANSs o e I

Sevtmgs & Satun
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Automated IPAM Sync
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Integrated with
Infoblox IPAM

Auto-created
networks
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All automated — no
manual steps
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Keeping Up with Daily Changes

Extensive manual processes
 CLI
« Scripting

Limited functionality
« Configuration scrapes
« Basic change automation
» Vendor-specific tools

Minimal control & documentation
* Limited work-flow
« Admin or nothing access rights

« Massive files require extensive manual
digging and compiling

-
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Change Management

Automatic change
detection

Accurate job flow
and control

Every change at
fingertips
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B ol | [y O] I configurations

Simple side by side |
comparisons

Powerful
configuration search
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Change Automation
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Templates for easy
customization

Easily import
existing Perl scripts

Powerful variable-
based jobs
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Intuitive Change Control

Simplified switch
port changes
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Strong user access
rights
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Network tasks within
NIOS GUI

Enable single touch

Automation Tasks for common changes

@ VLAHN Reassignment 'ﬂ' M Rogue DHCP Server Remediation a

Use this task to reassign a VLAN. Configure identification and remediation of unauthorized
DHCP servers.

User initiated and
IO RERE

Port Activation £ Network Provisioning o
9 ™| Use this task to activate/deactivate ports. Use this task to provision IPv4/IPv6 networks.

Bare Metal Provisioning o3
m Configure provisicning of new network devices.

Automatic detailed
updates and sync

<*
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Is My Network Still Compliant?

Different drivers
« External mandates
* Internal security policies
» Networking best practices

Typically reactive
* When something breaks
 When audit is required

Manually intensive
» Massive log files
 CLI access

« Manually collect, aggregate, tabulate
and present findings

o
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Policy and Compliance Management

Embedded

compliance rules

Customizable best
practice templates

[ ! Policy Violation: DISA Cisco Perimeter Rot ..

Showing details for Entire Network group

Component: Configurations Correctness: 20
Severity: Error Stability: 0.0
Last Seen: 2011-04-01 23:59:59

Manage multiple
policies

SO p' DEOS-DG 2203808
Proactive violation
detected : ‘ - :
S e || el | e Cred ;lt' m.gi;‘z
[Fetory | oo T = iy
Multiple remediation 1 —
options
5882933 :;'.s;df g g.is si . "_
Current and S
historical views i'» —— e St =t
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Configuration Analysis

Unique pre-packaged
expertise

ldentifies common
misconfigurations

I" HSRP Not Recognizing Peer 1, RIS
= Showing details for Entire Network group

Component: Routing Correctness: 20
Severity: Error Stability: 0.0
Last Seen: 2011-05-16 23.59:59

Components Affected by Issue (Current) v

Displaying 1 - ay v Vews v Fiters ) 7 [9) Search

ummm

DEMO.SVWRT-04

Customizable
alerting

Device Viewer

gasasaas 4 Corifia Exolocer
Building A - Network Agaregate View

Recommended
remediation options

Understand concept
of the network

Network Scorecard
vViews
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owerful Reporting

Asset Inventory Infobl OX ‘<2
Network: demo infoblox com P

Date Range: 2013-06-04 00.00°00 to 2013-06-04 23 59.59
Device Goups: Entire Network CONTROL YOUR NETWORK
Devices:

I n g l e C I I C k This report lists the devices meeting specdic group critenia that the system found to be on the network during @ specdic time penod

Comp“ance reports Name 1P Address Model ChasisSorol Version oo e —

Total Device Count: 139
Total Managed Count: 65

Firewall (9)
Cisco (8)
ciscoasa 1066528 ASAS520 8.4(2) Virtual Host Yes
fw-asat fw 1066524 ASA5520 84(2) Physical Device Yes
P r e - p aC k ag e d a d for-puct 10.66.522 PiXFirewall525 808150103 7.2(3) Physical Desice Yes
ho-asa 1666529 ASAS520 8.4(2) Vittual Device  Yes
o ha-asa22 10.66.52.10 ASAS520 842) Virual Device  Yes
C u S t o m \1Z ab I e hq-asal 10665211 ASAS520 8.4(2) Virtual Device  Yes
hag-asad 10.66.52.12 ASAS520 8.4(2) Vitual Device  Yes
ey e cnn ONE o siEDE saoeznem 720 Physical Devics Yes
PCl e h 4RE6 Physical Desica Yes
NSO Omrvis PEtAn COom ’.
Date Rangs ) 201 20150084 1 20 1%
Oavwe Govas - CONTROL YOUR RETWORK
Devices: Physical Device No
X " Physical Deice No
e AS LWL [ITERE S Wl Pt supectn of e Payment Cant sty Dmn Bacatty Slantand Yemuns | 1 e
= o 200 4 oo of setan dheint sar & tpendy frew pemod Physical DevicaNo
Powerful filtering o
Summary of Findings x = = o e
Policy Compliance Summary @,
e thee Network: domo infobiox com n 0 OX .‘
Date Ra 013.06-04 00.00 00 16 2013.06.04 23 50 50
i o |Device aou Ejvf': Netwark & CCONTHOL YOUR NETWORK
Devices:
e Policy Compliance By Device Policy Compliance By Rule
X DY IS — Ervor: 66.00%

Error: 45.26%

Executive and T
detailed reports
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——aming: 4.65%

ww PMastan & w1 of Cawecisgd setwiet

Unknown: 13,006
Pass: 28.22%

Info: 0.00% — Unknown: 20.65%

Pasy: 15.00%
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TAVA 200940026
4 e[ 2
rights ~a

W Teer
—

<*
15 | © 2013 Infoblox Inc. All Rights Reserved. |r||:0 blﬂx P




So Many Firewall Changes — So Little Time

= Spike in number of security policy changes

» |T headcount not keeping pace

= Multiple point products add confusion

= Network SLAs impacted negatively

= Expensive and diminishes security effectiveness
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Needed Search - FigureOut . Determine = Compare = Request  Reconfirm M

For © Impacted = Correct :: Changeto = Change/ ' Correctness '
Devices - Devices = Config ' Standards/ ‘= Implement ' and P 1 8 '
;- Compliance :© Manually :: Compliance & s
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Network Provisioning Time Hours/Days

LEGACY APPROACH TO FIREWALL POLICY CHANGE IMPLEMENTATION

>
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Rule and ACL Analysis

Built-in multi-vendor
expertise

A ——

Automatic alerts of
common issues

Continuous
monitoring

Finds hidden, over-

: lapping & duplicates
......II|||||||“|H”| Automatse
- e dissusary
, ||| || Topology path
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Search and Alerting

Customizable

searches

PO N + — + -

Flexible multiple

: .
device options

Entsr 3 backist ruls rane
TP Mo DNS To Seawrs Network

-------

Blacklisting
reduces risk

Whitelisting
ensures access

Automatic alerts
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Integrated Provisioning

Integrated

provisioning

Creates vendor-
specific syntax

90090 OOOOROOOOOOOROO]]!

Push changes to one
or multiple devices

User-based
access controls

Testing and
rollback options

Change monitoring
and tracking

<
19 | © 2013 Infoblox Inc. All Rights Reserved. |r||:0 blﬂx P




Taking Automation to the Next Level

Improve capabilities with dynamic value
look ups

Dynamic

Better configurations based on
understanding neighbours

Topology

Maintain control with role-based access

CO ntrOI and rights

Flexibility

coordinated change

Eliminate scripts by leveraging intuitive
GUI across multiple vendors and devices

>
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Reduce time with multi-device J

Ease of use }




Next steps

* More info: Request further information

» Evaluate: Take the Infoblox product portfolio for a
test drive

Thank You

Calleva Networks
hello@callevanetworks.com
www.callevanetworks.com
@ CallevaNetworks
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